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IN THE UNITED STATES COURT OF APPEALS
FOR THE SECOND CIRCUIT

No. 08-4726-cv .

'TﬁOM’AS W_ILNER, ET AL,
P.laintiffs-Appeilants;
v.
- NATIONAL SECURITY AGENC_Y and DEPARTMENT OF JUSTICE,

Defendants-Appellees.

ON APPEAL FROM THE UNITED STATES DISTRICT COURT
~ FOR THE SOUTHERN DISTRICT OF NEW YORK

BRIEF FOR APPELLEES

STATEMENT OF JURISDICTION
In this action under the Freedom of Informatlon Act (“FOIA”) 5U.8.C. § 552,
plamtlffs mvoked the district court S }LlI‘ISdiCthl’i under 5 U. S.C. § 552(&)(4)(B) See

Second Amended Complaint § 2, A-2. The district court entered partial summary

“judgment for the Government on June 25, 2008, A-380, and certified its dec_;isibn

under Fed. R. Civ. P. 54(b) on July 31, 2008, A-409. Plaintiffs filed a timely notice



'
:ri
. ,,I

‘of appeal (A-410) on September 24, 2008. See Fed. R. App. P. 4(a). This Court has

jurisdiction under 28 U.S.C. § 1291.

STATEMENT OF THE ISSUE

" ‘Whether the Government properly issued a “Glomar response” —1.¢., by neither

~confirming nor denying whether it possesses surveillance records pertaining to

' pléintiffs — under FOIA Exemptions 1 and 3, 5 U.S.C. § 552(b)(1), (3).

STATEMENT OF THE CASE
 Plaintiffs r_eqi;ested records from the National Security Agency (“NSA”) and
the Department of Tustice (“DOJ”) under the Freedom of Information Act, relating to

electronic surveillance information pertaining to them. The agencies issued a

“Glomar response” pursuant to FOLA Exemptions 1 and 3, declining to confirm or
deny whether responsive records exist. Plaintiffs brought suit to challenge the

‘Government’s Glomar response. In pertinent part, the district court entered summary

judgment for the Government. A~380-400; Plaintiffs appeal.
| | | STATEMENT OF FACTS -
1. The Ter.rorist Surveillance Program.
Following the September 11,2001 attacks onthe United Stétes; President Bush
e\stablish‘ed the'Térrorist Surveillance Pro_gram (“TSP™), authorizing NSA tb intefcept

international communications into and out of the United States of persons linked to



~al Qaeda or related terrorist organizations. The record explains that the TSP was a
- targeted program intended to help “connect the dots” between known and potential

terrorists and their affiliates. Brand Decl. § 11, A-53. To intercept a communication

under the TSP, oi;e party to the communication must have been locate:d outside the

~ United States, and there must have been a reasonable basis to conclude that one party

to the communication was a member of al Qaeda, affiliated with al Qaeda, or a
member of an affiliated organization. Ibid. The TSP was thus an “early warning
sys'tem” to detect and prevent further terrorist attacks against the United States. Ibid.

President Bush publicly acknowledged the TSP’s existence in Deéember 2005.

~ Brand Decl. ‘ﬂ 12, A-53. InJ ahuary 2007, the Attorney General announced that any

electronic surveillance that had been occurring under the TSP would henceforth be

conducted subject to the approval of fhe Foreign Intelligence Surveillance Court

(“FISC”), and that the President’s authorization of the TSP had lapsed. See

" McConnell Decl. 913, A-111. The TSP is thus no longer operative. Brand Decl., p.

2n.1,A-50n.1,

Ci'ucially, however, operational details regarding the TSP remain undisclosed

énd highly classified under the criteria set forth in ExecutiveAOrder 12958, 60 Fed.

Reg. '1982_5 (Apr. 17, 1995), as amended by Executive Order 13292, 68 Fed. Reg.

15315 (Mar. 25,2003). See Brand Decl. § 12, A-53-54. Unauthorized disclosure of



4

information concemihg the TSP can be expected to cause exceptionally grave damage

to national security, and thus, TSP-related information is classified-at the Top Secret

level. Ibid; McConnell Decl. § 4-5, A-107-08. Indeed, because information
‘conceming the TSP involves or 'deri;ze's fromr- particularly sensitive intelligénce-
sources and methods, it is subject to special aécess and handling procedﬁres reserved
for Sen31t1ve Compartmented Informatlon (“SCI”) Brand Decl 112, A- 53-34;
McConnell Decl. 1] 5, A-108.!

2.  Plaintiffs’ FOIA Request And The Government’s
- “Glomar” Response. |

Plaintiffs are lawyers and law professors representing.individuals detained at
Guantanamo Bay, Cuba. On January 18, 2006, plaintiffs filed FOIA requests with -
NSA and DOJ, seeking seven categories of records. The first category, the only one

lia, any TSP

cr

at issue in this appeal, sought disclosure of records pertaining to, in

surveillance “regarding, referencing, or concerning any of the plaintiffs.” A-4.

' Access to Sensitive Compartmented -Information requires specialized
clearance in addition to the “Top Secret” level. “SCI is classified information that is
required to be handled exclusively within formal access control systems established
by the Director of {Nataonal] Intelhgence . Gulliot v. Garrett, 970 F.2d 1320, 1322

n.1 (4th Cir. 1992).




NSA and DOJ gave what is commonly knoWn as a “Glomar response,” Le., the
agencies declined to confirm or deny thé existence of responsive reco_rcis.2 The
égencies explained that the existence or,non-eXistence_of such records_‘ was properly
~and currently ciass'iﬁed in accordance with Executive Order ‘1.2958,‘ and was thus
exempt from disclosure based on FOIA Exemption 1. A-79; see SUS.C. § 552(b)(1)
(exempting records tﬁat aré “(A) sﬁeciﬁcally authorized under criteria éstablished by
an Execu;tive order to be kept secret iﬁlthé interest of national défense or foreign
| 'policfz and (B) are in fact prolperly-classiﬁed pursuant to such Executive order”). -

'Addi,tionrally, _the agencies informed plaintiffs that three Federal statutes

precludéd the reiease of such Survéill'ance information, and the requested r_ecofds 7
were thus also exempt from disclosure under FOIA EXemption 3. A-79; see 5 U.S.C.
-§ ,552(b)(3) (exeﬁpting records that are “specifically exempted from disclosuré by
statute . . . provided that such statute (A) requires that the matters be withheld from
. the public in such a manner as to leave no discretion on the issue, or (B) establish'éé

particular criteria for 'w_ithhblding or refers to particular types of matters to be

2 As the courts have explained, “[a] Glomar response neither confirms nor
denies the existence of the documents sought in the FOIA request. The term has its
origin in a case involving a FOIA request for information on the GLOMAR
EXPLORER submarine-retrieval ship.” Office of Capital Collateral Counselv. Dep’t
-of Justice, 331 F.3d 799, 801 n.3 (11th Cir. 2003) (cztmg Phtlhpp iv.CIA, 546 F.2d
1009 (D.C. Cir. 1976)) :




withheld”). The agencies’ Glomar responses were ﬁpheid on administrative appeal.
A-102.

3. Plaintiffs’ Suit And The District Court’s Grant Of
Partial Summary Judgment. -

Plaintiffs filed this suit in May 2007, -‘chaliéﬁging in pertinent part the

Government’s Glomar response: A-1 (complaint). With respect to the Glomar issue,

the Government filed a partial summary judgment motion, arguing that it was entitled

to summary judgment under FOIA Exemptions 1 and 3.

The Government submitted a comprehensive declaration by the Director of
National Intelligence, J. Michaél McConnell, as well as declarations of responsible
NSA and Federal Bureau of Investigation (“FBI”) officials. The declarations

explained that confirming or denying the existence of records responsive to plaintiffs’

FOIA request would.in and of itself divulge sensitive classified information and

threaten national security. A-49 (Brand), A-106 (McConnell), A-116 (Hardy). On

that basis, the Government urged that its Glomar response was proper undér FOIA

- Exemption 1. |

The Government’s declarations also explained that three separate Federal'

statutes exempt from the FOIA confirmation or denial of the existence of responsive




records here. First, Section 6 of the National Security Agency Act of 1959, Pub. L.
No. 86-36, § 6, 73 Stat. 63, 64, reprinted at 50 U.S.C. § 402 note, provides:
[N]othing in this Act or any other law . . . shall be construed to require
the disclosure of the organization or any function of the National
Security Agency, of any information with respect to the activities
thereof, or of the names, titles, salaries, or number of persons employed
by such agency. . ‘
Ibid. Second, Section 102(A)(i)(1) of the Intelligence Reform and Terrorism:
~ Prevention Act of 2004, Pub. L. No 108- 458 118 Stat. 3638, codified at 50 U.S.C.
§ 403- 1(1)(1) requires the Director of Natxonal Intelhgence to “protect intelligence

‘sources and methods from unauthorized disclosure.” Third, Section 798 of Title 18,

U.S.C., criminalizes disclosure of information “concerning the communications

. i . . - - - 5 < 7 O - . ) N - »l
: i d : g :

intelligence activities of the United States.” The dec.larations explained that each of
these provisions exempts from disclosure information tending to reveal whether
particular individuals have been subjected to NSA surveillance. See Brand Decl., A-
49; McConnell Decl., A-106; Hardy Decl., A-116.

After briefing by both SidéS,‘ the district court gﬁanted the Government’s partial
summary judgment motion, and, pursuaﬁt to plaintiffs’ .unopposed request, certified

its ruling under Fed. R. Civ. P. 54(b). A-380, A-409. Noting that “[d]efendants need

~only proffer one Iegitimate basis for invoking the Glomar Response in order to

succeed on their motion for sumrﬂa,r_yjudgment”‘ (A-3 89)? the district court uphéld the




Government’s Glomar response under one of the three cited Exemption 3 statutes :

Section 6 of the National Security Agency Act. The court explamed that confirmation
or denial of the ex1stence of records responsive to plamnffs FOIA request Wouid
| .r‘eveal' information with respect to NSA’S functions and activities, and was thué
é}iempted from discloéu’re by Section'6. A-389-400. Because the court found Section
6 by itself dispositi.ve; it did ‘not (iirectiy address the other two Exemption 3 statutes
the Government invéked, nor did it rule on the 'Govemrﬁeﬁt’s assértion that its
- Glomar réspons’e was independentiy justified under FOIA Exefnptién 1.
SUMMARY OF ARGUMENT
' In this FOIA case, plaintiffs seek disclosure of NSA surveillance recdrds that

 reference them. The Government asserted a “Glomar” response, declining to confirm

or deny that responsive records exist. A Glomar response is appropriate where, as
here, confirming or denyin_g whether responsive records exist would itself cause harm
implicated by the FOIA’s exemptions. As the Government’s deciara_tions explain,
FOIA Exemption 3 and Exemption 1 fully and independently .su_pplort decliniﬂg to '
confirm or deny the existence of; recérds p_ertaix;ling to Whether particular peréons havé‘
been sﬁbjected to surveﬂlance

The district court properly entered summary judgment for the Govemment‘

- under Exemption 3, which exempts from disclosure matters specifically exempt by -




statute. The district court relied on Section 6 of the National Security Agency Actof
11959, 50 U.S.C. § 402 lnote, which provides that “nothing in this Act or any other law
... shall be construed to require the disclosure of ... any function of the N.atiorial' -
Security Agéncy, or aﬁy informétion with respect to the activities thereof.” As fhe |
courts have recognized, the terms of this proVisibn are absolute, and fhey
cétegorica_lly exempt from disclosure any information ré.gar‘.ding NSA’S functions or
~ activities. The district court prOperly considered Section 6 in and of itself dispositive
here, and correctly entered summary judg@ent for t-he. Government on that basis.
Judgment for the Government is equally warranted under two additional
statutes.  Section 102(A)(1)(1) of the Intelligence Reform and Terrorism Preye’ntion
Act of 2004, 50 U.S.C. § 403-1(i)(1), requires the Director of National Intelligence
‘to “protect intélligence-sources and methods from unauthorized disclosure.” Section
798 of Title 18, U.S.C., criminalizes disclosure of information “concerning the
communications intelligence activities of the United States.” As the case law and the
_record | in this ¢asé eétabiish, each of these provisions ciualiﬁes és Wel.l' as. an
" Exemption 3 statute, :and exempts the G.ovemment from conﬁrming or 'denying the
existence of records responsive to plaintiffs’ FOIA request. . | |
Separate and apart from Exemption'B, tﬁe .Govemr.nent'-’s Qm response was

also proper under FOIA Exemption 1, which exempts from disclosure matters that are



currently and properly classified. The. G,ovémment’s declarations explain that
whether particulér individuais have been subjected to NSA surveillance is currer:ltly
“and properly classified at the Tci) Secret level, and indeed is subject to heightened
~access and handling restrictioris applicable fQ Sensitive Compartmented Information. |
' As emphasized in the declaration of the Diréctor of National Intelligence, no agency
 of the United States G;)vernment can confirm or deny the existence of records
‘responsive to requests ;:onc,errii.ng Whethér particular individuals or organiza;ions
might have been subjected to sﬁ;'veiilance, and disclosure of such ilnforma;cion
threatens serious har_m to _nétidnal security. Accordingly, while the districtr court’s
Exemption 3 reasoning is corfect, Exemption l provides an independent and equally |
ﬁalid basis to sustain the‘ court’s judgment.
Plaintiffs’ arguments to the contrary are without merit. Plaintiffs seek
- surveillance records that reference them. As the Government’s declarations explain,
either a positive or negative response would reyeal information that is classified and
pr_otécted fr(;m disclosﬁre by statute. Thﬁs, the only ';'_eci}.ur_se is to neither confirmnor
deny that résponsive records gxist. Plaintiffs’ basic approach to the Government’s
~ substantial record showing is to ignore it. As the district court properl& cora‘:cluded,

hoWever, the Government’s declarations fully support the agencies’ Glomarresponse,

‘and mandate that it be uphéld;

10



Plaintiffs mistakenly urge that the Go.vemment’s Qiqm_m_a_f response should be
rejected because President Bush; in December 2005, publicly confirmed the TSP"s
existence. The President’s decision to make pubiic the existence of an. NSA
= inteiligence—gathering‘program does not force theGoVe'i‘nment to reveal in addition

the program’s most sensiti\}e operational details. The record makes clear that while
the TSP’s general existence has been officially a‘cknowledged, its specific methods |
and means have not Been- disclosed. In particular, the Govemmeﬁt has ‘nei/er publicly
confirmed or denied that particular persons were targeted by or oth’erwise_ subjected-.
to Survéillanbe. Contrary to plaintiffs’ premise, the fact that limited information
regarding a clandestine activity has been disclosed does nof mean that all such
information must be disélosed.

Plaintiffs ultimately rest their case on the proposition that the underlying
inte_iligénce~gathering program was invalid on its merits. Th_éy argue that Because the
TSP was, in their view, unlawful, it follows that the Govefnment cannot make a

,_(j_lg__gn__g;; response to their request for TSP-rei;ited inf(_)npation. ?lainﬁffs Fhus base
their appeal on a non-sequitur. Whether the TSP was or was noi_ a valid exercise of
ExecutiVé authority is'not at issue in this FOIA action, and has no‘ bearing on whether

. a Glomar FOIA response is proper. In this iné.tance, a Qlomar response was

appropriate to protect serious national security concerns.

11



" As this‘ Court has noted, and as plainﬁffs effectively acknowiédge, the

| Govemment’s Glomar response must be upheld if it is supported by the record and

| - not made in bad faith. As the district court properly held, the Government’s pésition

here is amply documented in three substantial declarations, an_d.no basis\existls for

concluding that ;t reflects any improper purpose. The dis_t'rict'cou'rt thus properly .

upheld the Government’s response, énd its decision should be affirmed:
STANDARD OF REVIEW

This Court reviews de novo the district court’s grant of partial summary.

judgment. Tigue v. Dep’t of Justice, 312 F.3d 70, 75 (2d Cir. 2002).
| ARGUMENT

- I THE DISTRICT COURT PROPERLY UPHELD THE
GOVERNMENT’S GLOMAR RESPONSE.

A. A Glomar Response Is Appropriate When An Agehcy

Cannot Confirm Or Deny The Existence Of Requested
Records. :

The FOIA generally mandates disclosure of Government recérds unless the
requested information falls within an enlimefatéd exemption. See 5 U.S.C. §552(b):

Notwithstanding the FOIA’s “liberal congressional purpose,” the statutory

exemptions must be given “meaningful reach and application.” John Doe Agency v.

John Doe Corp., 493 U.S. 146, 152 (1989). “Requiring an agency to disclose exempt
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- information is not authorized.” Minier v. CIA, 88-F.3d 796, 803 (9th Cir. 1996)

(quoting Spurlock v. FBI, 69 F.3d 1010, 1016 (9th Ci_r. 1995)).

An agency’s decision to neither confirm nor deny the existence of responsive

records is “called a ‘Glomar'respOnse,’ taking its name from the Hughes Glomar
* Explorer, a ship built (we now know) to recover a sunken Soviet submarine, but

disguised as a private vessel for mining manganese nodules from the ocean floor.”

Bassiouni v. CIA, 392 F.Bd.'_244-, 246 (7th Cir. 2004).

A Glomar response _is appropriate Where,: as here, confirming or denying
whether respdnsive records éxist would itself cause harm implicated by the FOIA’s
exemptions. m? Bassiouni, 392 F.3d at 246 (“Every appellate court to address
the issue has held ihét. th¢ FOIA perrﬁits the [agency] to make a ‘Glomar rlespons.e’
Wﬁen it fears that inferences . .. or selective disclosﬁre could reveal classified sources
or methocis- of obtaining‘ foreign intelligen(':e.”);- Minier, 88 F.3d at 860 (“lA]
government agency may issue a ‘Glomar Response,’ that is, refuse to confirm or deny

the -existence‘_of certain records, if the FOIA exemption would itself preclude the

acknowledgment of such documents.”); Gardels v.CIA, 689 F2d 1 100, 1103 (D.C.
Cir. 1982) (“[A]n agency may refuse to confirm or deny the existence of records
where to answer the FOIA inquiry would cause harm cognizable under an FOIA -

~ exception.”).
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\ Agéncy decisions to withhold information under the FOIA are reviewed de

| novo, and the agency bears the burden of proving its claim for exemption. 5 U.S.C.

| §552(2)(4)(B); A.Michael’s Piano. Inc. v. FTC, 18 F.3d 138, 143 (2d Cir. 1994). In
| ‘evamating the applicability of the FOIA’s exemptions, however, courts must be

mindful when the inform:afion requested “implicat[es] national security, a uni i;tely
q p inique

executive purview.” Cir. for Nat’l Sec. Studies v. Dep’t of Justice, 331 F.3d 918,
926-27 (D.C. Cir. 2003). |

| Indeed, the Supreme Coﬁrfhas admonished that “weigh[ing] the variety Qf
complex énd subtle factors in determining Whether disclosure of information may
- lead to an unacceptable risk of compromising the [nation”s] intelligence-gathering

process” is a task best left to the Executive Branch. CIA v. Sims, 471 U.S. 159, 180

(1985); see also Ctr. for Nat’l Sec. Studies, 331 F.3d at 928 (“[Tlhe judiciary is inan

extremely poor position to second-guess the executive’s judgment in [the] area of

national security.”); Halperin v. CIA, 629 F.2d 144, 148 (D.C. Cir. 1980) (“Judges

e -Ia_cl_{‘ the experﬁise necessary to second-guess [] agency opinions in the typi.(_:a.l..
" national sécuri.ty FOIA casé.”). Thus, in the FOIA contex;t, the courts have
~ “consistently deferred to executive affidavits plredi,ctin.g harm to the national secur_ity,

- and have found it unwise to undertake searching judicial review.” Ctr. for Nat’l Sec.

Studies, 331 F.3d at 927; see also Doherty v. Dep’t of Justice, 775 F.2d 49, 52 (2d
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Cir. 1 9-85) (giving “substantial weight” to such agency affidavits); Salisbury v. United
States, 690 F.2d 966, 970 (D.C. Cir, 1982) (noting that agencies posséss “unique
insights” into the adverse effects that.rhight result from pUblic disclosure of ciasSiﬁed

information).

Consistent with this approach, the only other cburf to consider a Glomar
response - to a piaintiff’s réquest for TSP-related in'formgtion also upheld the
* Government’s refusal to cqnﬁnn or deny the existence of racofds concerning whether
particular individuals had been subjected to sur\}reillanc.e. Like plaintiffs here; the

plaintiff in People for the AIrierican Way v. NSA, 462 F. Supp.2d 21 (D.D.C. 2006),

s_ubmitted FOIA requests concerning the TSP and sought, inter alia, any “records

related to the surveillance of plaintiff.” Id. at 29. Affording due deference to the

- Government’s justifications, the court concluded that a Glomar response was proper

under both Exemption 3, id. at 29-—3 0, and Exemption 1, id. at 32. Here, as in People
for_the Am_ericanr Way, Ex_emptidn 3 and Exgr_nption_ 1 fully and independently
“support .d_eclining to confirm or deny the exis’;eﬁqe of records responsive tQ reéluests
for information regarding whether particular pershons have been subjected to

surveillance.

13



B. The G_oVernmen-t’s Glomar Response Was Proper
Under Exemption 3.

Uﬁder the above principles, the NSA'and DOJ properiy issue.d'a.“(j_lomm;n@arm
| respohse uﬁder FOIA Exemption 3, 5 U.S.C. § 552(b)(3).

FOIA Exemption 3 protects& records that are “specifically exendpted ffom
disclésui‘e by statute . . . provided thét such statute (Aj requires that the matters be
withheld ﬁom tﬂé public in such a manner as to leave no 'di'scretion on the issue, or
~(B) establiéﬁes pérticﬁlar criteria for withholding or refers to particular _ty'pes.of
matters fo be wifhhcld’.”' 5 U.S.C. § 552(b)(3). Inreviewing an 'agency’s invocation
Qf Exemption 3, “the Supreme Court [has] engaged in a two-prong review. Fix;st, is
the statute in question a statute of exerﬁption és contemplated by exemption 37 .

Second, does the withheld material satisfy the criteria of the exemption statute?”

' Fitzgibbon v. CIA, 911 F.2d 755, 761-62 (D.C. Cir. 1990) (citing Sims, 47i U.S. at
| 167). | |

 As the D;C; Circuit has explained, ““Exemption 3 differs from other F ,OIA-
o exémﬁﬁons iﬁ tha’; its appk_icdbility depeﬁds less on the detailed _féctuai coﬁtenté of
speciﬁc docuinents; tlhe' sole iésue for decision is the existence of a relevant statute
and the inclusion of Withheld material within the s%atuﬁe’s coveragé.”.’ Fitzgibbqn,

911 F.2dat 761-62 (quoting Ass’n of Retired R.R. Workers v. U.S. R.R. Ret. Bd., 830
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F.2d 331,..336 (D.C. Cir. 1987)). Here, three separate statutes exempt disclosure of
‘the surveillance information sought by plaintiffs.
1. The first and Wholiy dispositive statute is Section 6 of the National Security
Ageﬁcy Act of 7'1.95-9, Pu’b.' L. No. 86~36, 73 Stat. 63, 64, which provides:
[Njothing in this Act or any other law . . . shall be construed to require
the disclosure of the organization or any function of the National
Security Agency, of any information with respect to the activities
thereof, or of the names, titles, salaries, or number of persons employed
by such agency. |
-Ibid. (reprinted at 50 U.S.C. § 402 note).

It is well-established that Section 6 “is a statute qualifying under Exemption

3.” Founding Church of Scientology v. NSA, 610 F.2d 824, 828 (D.C. Cir. 1979);

accord Hayden v. NSA, 608 F.2d 1381, 1389 (D.C. Cir. 197'9). Section 6 reflects 2
| “congreséional judgment that, in order to preserve national security, information
elucidating the subjects specified ought to be safe from forced exposure.” Church of
* Scientology, 610 F.2d at 825,
| In enacting Sectiéri 6, Congress was “fully awaré of t_hel‘t_mique and sensitive
‘activities of the [NSA],’ which require ‘extreme securi‘.ty.measures.”’ Hayden, 6.08
F.2d at 1390 (citing legislative history). Thus‘, “[t]he pro'tectior-i‘affo;-.ded by section

6 is, by its very terms, absolute. If a document is covered by section 6, NSA is

entitled to withhold it.” Linder v. NSA, 94 F.3d 693, 698 (D.C. Cir. 1996).
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Here, “Signals 'Intélligence [SIGINT] is. one of NSA’s primary missibns.”
Brand Decl. § 5, A-51. Further, ‘é spéciﬁc function within the NS.Al’s overall SIGINT |
mission is “to intercept communications in order to obtain foreign intelligence
informaﬁon necessary to the national defénsé, natiqhal security, or‘the conduct of |
foreign affairs.” Ibid. Against this backdrop, disclosure of the existence or
non—existeﬁce of information concerning NSA sﬁrﬁei'll'ance of particular individuals
would By definition revéal information COnceming NSA’s funcﬁons and activities
and, tﬁus, as the district court properly concluded, such disclosure is ex_emptéd from
the FOIA under Section 6. See Brand Decl. 19 27, 30, A-60-61. For this reason
alone, the district court’s decision should be afﬁrmed. |

Because the district court préperly fqund Section 6 dispositive, it did not

address the additional Exemption 3 statutes the Government cited. Two such statutes

- exist, and each justifies a Glomar response on.its own terms.
2. The second applicable st_atiite is Section 102A(i)(1) of the Intelligence
'Reform and Tetrorism Prevention Act 6f 2004, Pub. L. No. 1 0$m45 8,118 Stat. 3638,
| codified at 50 US.C. § 403-1(1)(1).‘ This statute p_roi/_-id¢3 that “[tJhe Director of
National Inteliigence. shgl‘i protect inteiligénce sourceé ~and rﬁethods from

~ unauthorized disclosure.” Ibid.
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It is settled lthat' Section 102A(1)(1)falls within Exemption 3. See, e.g., Wolf |

V. ,C_,LA,,, .473lF.3d 370, 377 (D.C. Cir. 2007); se¢ also Fitzgibbén,‘ 911 F.2d at 761

" (“There is thus no doubt that [the predecessor statute] is a proper ex‘émption statute
ﬁnder exemption 3.”); wﬁ&m;, 471 U.S. at 168 (“Indeed, this is the uniform view
among other Ifederal‘ coi;rts.”_).3 .

The authority to prétect intelligence sources and methods ;is. rooted in the
“practical nécess‘iti‘es of modefn inteliigerice gathering,” Fitzgibbon, 911 F.2d at 7.61
(quotations anci citaﬁions omittéd), and has been described by the Supreme Court_ as
“sweeping.” Sims, 471 US at 169. Sourceé and methods constitute “the heart Qf all
~intelligence operati‘ons,f’ id. at 167, and “[i]t is the responsibility of the [inteﬂigence
community], not that of the judiciary, to weigh tge variety -of complex and subtle
factors in determining whether disclosure éf information may lead toan unéccepféble
risk of compromising the . .. inte_lligence—gathering process.” Id. at 180.

Confirming or denjing the eXistence_ of NSA surveillance records regérding _

_specific individuals, which would tend to reveal surveillance targets, concerns

* The predecessor statute was superseded by the Intelligence Reform and
Terrorism Prevention Act of 2004, Pub. L. No. 108-458, 118 Stat. 3638, which
shifted overall responsibility for protecting intelligence sources and methods from the
~ Director of Central Intelligence to the Director of National Intelligence. See Berman

v, CIA, 501 F.3d 1136, 1140 n.1 (9th Cir. 2007) (“The change in titles and
responsibilities has no impact on this case.”) (citing Wolf, 473 F.3d at 377 n.6).
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“intelligence sources and methods” and thus implicates Section 102A(i)(1).

: McCor_mell Decl. 1 15-19, A-112-14; Brand Decl. 7Y 29-30, A—'61;7 see Fitzgibbon,
911 F.2d at 762 (afﬁrming agency decision to withhold informatioﬁ “rélat[ing] to
- inte_lligencé soﬁrces rand methods™); nggg_ﬁ, 94 F.3d at 696 (upholding withhoiding '
of SIGINT information because %‘[i]t seemé obyious” that “disclosure ‘couid reveal
mformatlon about NSA’s capabihtles and techniques™). As fully explamed in the
: declaration of the Director of National Inteihgence Section 102A(1)(1) is thus a
second statute exempting the requested records here from discl-osure._ See McCormell
Decl. 97 3, 15, A—1-07,.A~1 12.
| 3. The third stati;t’e is 18 U.S.C. § 798. This criminal statute prohibits the
disclosure of specific kinds of classified information, including information
' “éonceming the communications intelligence ‘activities of the United States.” Id. §
798(a)(3). Specifically, section 798(a) provides:
~ Whoever knowingly and willfully communicates, furnishes, transmits,
- or otherwise makes available to an unauthorized person, or publishes,
~or uses in any manner prejudicial to the safety or interest of the United
States . . .any classified information . . concemmg the communications

intelligence activities of the United States . . . [s}hall be fined under this
title or imprisoned for not more than ten years, or both. -
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18 U.S.C. § 798(a). “Coxﬁmuhications intelligence” includes “all procedures and
' meth‘o‘ds used inthe inte,rc.eption of communicafions and the obtaining of information
fromrs'uch cd_mmﬂnications By bt’ner than thé intended recipier_ns.”_ Id. § 798(b). -
This statute cIearly i_déntiﬁes m’atteré to be withheld from public di_scl.osul;e.
See 5US.C. § 552(b)(3). Thus, t, too, qualifies as an Exemption 3 statute under the
FOIA. Fla. Immigrant Ad\(ocacy- Ctr. ‘V. NSA, 380 F. Supp. 2d 13-32,'1340 (S.D.Fla.
2005) (“Other e;xempting statutéé_ include ... 18 U;S'.C.. § 7987); MV. NSA, 569
F. Supp. 545, 548 (S.D. Cal. 1983) (same).
Disclosing the existence or non-e#istence of information relating to NSA
' suryeiliaﬁce of specified persons concerﬁs ;;the Qom_municatidns intelligence activities
~of the United States.” 18 U.S.C. § 798(a). Such i_nfé_)rmation concerns “procedures
and methods used in. the interception of communications and the obtaining of
_infofmatidn from such communications by othertﬁar; the iﬁtended recipients,” id. §
798(b), and is currently and properly classified. McConnell Decl. § 19, A-114.
Theréfore, su(;h _disclosur-_e;- i_sprohiiji_fc_ed _by 18 U.S.C. § 798, and, ‘as ;hé record
A explains, is accordingl& exem?t froxﬁ disblésure under FOIA Exemption 3, in addition
“to and wholly apart from the Seﬁtion 6 and Section 102A profisi_ons discﬁssed above.

See McConnell Decl. § 19, A-114; Brand Decl. 30, A-61.
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C. The Government’s Glomar Response Was Proper
Under Exemptmn 1.

Eecaqs_e it ruied on the basis of E};emption 3; the district court did not pass
uf)on FOIA Exémption 1,5 U.S._C‘. § 552(b)(1). Aswe urgéd below, however, the
égenqies also propériy issued a ;(}m_g"g response under Exemption 1. | |

' Exeﬁlption 1 pro_téc_ts .records the_lt are “(A) speciﬁcaily authorized under
c‘rit.eﬁa established by an Executive order to be kept secret in the interest of national
| de’fensc; or foreign péiicy and (B) are in fact properly classified pursuant to such
Executive oréer.?’ 5 U.S.C. § 5'52(b)(1). Exemption 1 thﬁs “establishes a specific

exemption for defense and foréign policy secrets, and delegates to the President the

power to establish the scope of that exemption by executive order.” Military Audit

Project v. Casey, 656 F.2d 724, 737 (D.C. Cir. 1981).

To invoke Exemption 1, the agency must provide, with sufficient “detail and
speciﬁcity,” information demonstrating both why the material has been kept secret
and why such secrecy is allowed by the terms of an ex1stmg Executive Order.

Campbeil Dep’t of Justice, 164 F 3d 20, 30 (b.C. Cir. 1998) The proper

pfocedures in claSSIfymg the information must also be followed. See Salisbury v.

United States, 690 F.2d 966, 970-73 (D.C. Cir. 1982); Military AuditrProject, 656

F.2d at 737-38.  If an agency saﬁsﬁes these elements, it is entitled to summary
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judgment. See, e.g., Carney v. Dep’t of Justice, 19 F.3d 807, 812 (2d Cir. 1994);

Abbotts v. NRC 766 F.2d 604, 606 (DC Cir. 1985).
| _The Government’s declarations here demonstrate that the existence or
non-existence of records pertaining to NSA surveillance of plaintiffs is currently and

properly classified in accordance with Executive Order 12958, 60 Fed. Reg. 19825

_- (A;Sr. 17, 1995), as amende;d by 68 Fed. Reg. 15315 (Mar. 25, 2003); See Brand
| Decl. 19  20~21, A-57; McConnell Decl. § 5, A-108. Section 1.1(3)(4) of the
" Executive Order states that an agency may classify information falling within dne or

more classification categories when the appropriate classiﬁgation authority
- “determines that the unautho;'ized disclosure of the information reasonaﬁiy could be
expecte_id to result in damage to the national security.” 68 Fed. Reg. at 15315,
Section 3-.6(a) further states that “[a]n agency may refuse to confirm or deny the
existence or nonexistence of requested records whenever the fact of their existence
or nonexistence is itself classified under this order or its predecessors.” 1d. at 15324.

Plaintiffs’ request was_‘rev?ewe‘d by the __NSA"S Associate Director for Policy
aﬁd Records, who was an Original 'C‘lassiﬁcati_on Authofity. Brahd Depl.’ﬂ 3, A—S‘O. '
He determined that conﬁrming or d.enying the existence of the informati_on requested
is currently and ,prof)erly classiﬁed because such inférmation meets all the

N classification criteria set forth in Executive Order 12958, as amended. Brand Decl.
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420, A-57. In particular, the information meets the criteria under 'section‘ 1..4(0),
because it pertains to “intelligence abti\}ities (including special activities), intelligence
sources or methods', or cryp’tology,"’ and under section 1.4(g), because it pertains to
“vulnerabilities or capabilities pf systems, instaﬂatidns, infrést'ructures, projects,
A piéns,‘or protection sysfems rélating to national security, which includes defense
égainst transnational terrorism.” Ibid. Mofe_:over, “aﬁy such positive or negative
response would disclose information that is subject ’;o Sensitive Compaftmented
Information (SlCI) control systems, Which requires sp'e'c,iral access and handling

restrictions.” lbid.; accord McConnell Decl. 9 5, A-108.

The NSA’S declaration also expiained that “[t]o identify targets under the TSP
is to offer official conﬁrfnation'that such persons have been identified as, or linked
to, a potential threat.” Brand Decl. 4 21, A-57-58. “Any disclosure of this
information would obviously and immediately affect the ability of NSA to fulfill the
- primary purpose of the TSP, Which és now aﬁthorized by the FISC: | to detect and
prevent the n_e}d terrorist attack against the United States.” Ibid,

Because.the existence Qr.ﬁon—exis‘;ence of Surveillance records is thus currently

and properly classified, such information is exempt from disclosure under FOIA

Exemption 1, whdlly apart from any Exemption 3 statutes. Accordingly, while the
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_ district court’s Exemption 3 reasoning is correct, Exemption 1 provides an
independent and equally valid basis for affirming the district court’s judgment.
| II. PLAINTIFFS’ ARGUMENTS ARE MERITLESS.

A.  Plaintiffs Disregard The Record And The
Government’s Declarations.

| NOtWithstandiﬁg the Governmeﬁt’é | d_e.ciaréti-ons, plaintiffs contend that

“publicly cbnﬁrming or denying whether speciﬁéd individualslhave been subjected to

sﬁrveillance tﬁreatens no harm to national security. See,e.g., Appellants’ Br. 21-22.
Piaintliffs- can make this assertion énly by turniﬁg a bliﬁd eye to the record.

“We note initially that the aplplicabi‘lity under FOIA Exémption 3 of Section 6
of the Nationall-Security Agency Act &oés nbt tum on any separate s_hOwing that
confirming or denying the information at issue would harm natfonal security. As
demonstrated above, and as the district court properly concluded, Section 6 by its
te@s exempts from the FOIA’s disclosure requirements “any function ofthe National
_Security'Agency,” or “any informati_o-n with respect to the activit.ies thereof.” Pub. |
L. No. 86-36,§ 6. The 'infomatibn request 'at. issue here plainly falls v;fifhin thé séopc
of Sectiqh 6, and is _thus ;:ategoricaily exempt from FOIA disclosure for that reason
alone, without the need for any further show,ing. See ;igg_gy, 94 ¥.3d at 698; Brand

Decl. § 27, A-60 (“NSA is not required to demonstrate specific harm to nati_on'ai
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. security when inv‘oking this statutory privilege, but onl.y to show that the information
relates to i_ts a_ctivities.”).

Putting this critical point aside; the record makes clear that conﬁrming or
rdenying. the existence of réSponSiv.e records in this case would iﬁ any event
| undermine national security. As the ‘NS-A’S declaration notéd,.“[p]laintiffs_seek
.surveii_lan(:ze records that reference them. NSA’S‘ oﬁly response to such a r’eque‘s.t is
to state that it cannot confirm publicly in aﬁy particular-. case whether or'_ not any
communications were collected pursuant to the TSP or the surveillance now
authgrized by the FISC or, converéeiy, that no such collection occurred.” Bfand Decl.
% 18, A-56. Either “a positive or negative résponse ... would reveal information that
- is currently and properly classified . . . and is protected from discloéure by statute.”
Brand Decl. § 19, A-56-57.

The NSA’s declaration explains that “[a]cknowledging the existence or non-
existence of those individuals or organizations subject to surveillance would provide
our adversaries with critical information about_the.éapablili;igs and limitations of the
NSA.”" Brand Decl. § 22, A-58, “For exa_mpie,'_if NSA {&ere to adi’nit publicly in
response to -an infomatién request that no i_nformation about Persons_X; Y,orZ
exists; butin response to a separate information réquest about Person T state only that

no response could be made, this would give rise to the inference that Person T is a
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~ target.” Ibid. “Over time, the accumulation of these inferences ‘would disclose the
targets and capabilities ‘(sources and methc}ds) of NSA’s SinNT activities é.nd '
functi(.)nsl..” Ibid. | | |
Crucially, “NSA cannot' fes_pbhd to each case in isolation, but mi_ist
acknowledge that our adversaries will eﬁamine all released information together.”

Brand Decl. ] 23, A-59. “This compilation of information, if disclosed, [would]

provid[e] our adversaries a road map, instructing them which communications modes

and personﬁei remain safe.” Ibid.; see Sims, 471 U.S. at .178 (“[W]hat' may seem
trivial to the uninformed, may appear of great mofnent to one who has a broad view
of the scene.and may put the questioned item of in_f;;:rmation in its proper context.”
(quotations omitted)); Bassiouni, 392 F.3d at 245-46 (describing the dangers of
accumulated .informatioﬁ tﬁat might be provided in response to FOIA requests);
Gardels, 689 F.2d at 1104 (same).
As the Director of Natibnai Intelligence elaborat_ed, “no agency of the United
States Goye‘mment,‘o,_r corﬁpqnent th.exfé(_)f, can conﬁfm or deny the existence of
records responsive. to reqluésts 'cdncerning whether particular individuals or
organizations, including. ?laintiffs themselves, might have been” subjected to
surveillance. 'MCCODII@H Decl. 1] 3, A-107. In particular, “a refusal to confirm of

deny only in cases where surveillance is occurring would effectively disclose and
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compromise that sufv'ei-ilance.” McConnell becl. 9 16, A-113. Thus, “[t]he only .
viable way for the Intelligence Community to protect [its] intelligence céll,ection
| mechanism[s] is neither to confirm nor deny whether someone has been targeted or
- Subjéct to intelligence collectioﬁ.” Ibid.
e _Iﬁdeed, “[t]he same is true‘for. any United States agency that may or ‘may not
- possess information concerning the targeting .ofl surveillance.” Ibid, “To say
| é)therwise would ,résult' in the freque}nt,. routine exposure of intelligence iﬁforrr_a_at_ion,
sdurces’, and methods and wouid %verely undermine surveillance activities in
genc};al.” ibid.; see Hardy f)‘ecl. 1[ 17, A~124~25.
| In short, the Government’s declarations validate that significant national
sécurity interests are at staké. Plaintiffs cannot make that showing go aWay_ by
ignoring it.
B. The TSP’s Existence Is Public But Its Operational
Details Have Not Been Disclosed And Remain Highly
Ciassnfied
_Plaintlffs urge‘:t‘ha’c the Governm_ent’_s __(_}_Ltg_x:_l_gr_ response should be rejected
because Preéident Bush, .in December 2005, publicly conﬁ.rmed the 'fSPbs existence.
: According to plaintiffs, the fact that the TSP 18 thus known to have existed means that

‘there can be no national security implications of confirming or denying whether

‘particular individuals have actually been subjected to surveillance. See Appellants’
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| Br 18-19. Thié assertion is fundamentally ﬂawéd, and the district court- properly
rejected it. A-398-400. | |

Tﬁe President’s decision tolmake pubiic thé existence of an NSA ihteﬂigence#
| gathering program does not foré,e the Government to reveal in addition the program’s
: .r'nost sensitivé o.perational‘details. Contrary to pi’ainﬁffs’ premise; it is ‘s_ettled under
the FOIA that the fact tﬁat limited information regarding a clandestine activity has -

beenreleased does not mean that all such information must therefore be released. See

‘Hudson River Sloop Clearwater, Inc. v. Dep’t of the Navy, 891 F.2d 414, 421 (2d
Cir. 1989); Students Against Genocide v. Dep’t of State, 257 F.3d 828, 836 (D.C.Cir.

2001); Afsharv. Dep’t of State, 702 F.2d 1125,1130-31 (D.C. Cir. 1983); Salisbury,

690 F.2d at 971; see also Fitzgibbon, 911 F.2d at 766 (“the fact that information
resides in the iaublic domain does not eliminate the possibility that further disclosures
can cause harm to inteﬂigence sources, methods, and operations™),

Plaintiffs also overlook that the requester’s identity is irrelevant to the merits

of a FOIA request. See Dep’t of Justice v. Reporters Committee, 489 U.S. 749, 771

(1989); NLRB v. Sears, Roebuck & Co., 421 U.S. 132, 149 (1975). “[Alny member
~of the public may invoke the FOIA, and the agency must disregard the requester’s
 identity.” Baséio‘uni, 392 F.3d at 245-46, Tfms, if the plaintiffs in this case are

entitled to the information at issue, then so is the public_: atlarge. The FOIA does not
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require the Government to systematically confirm or deny 'whgather particular
indi{fiduals have been subjected tb NSA intelligence-gathering.
Indeed, piéintiffs’ aéseftion fgunders on the record, which makes clear that -
' ‘wh‘ile' the TSP’s general existence has been officially acknowledgecﬁ, its speciﬁc
methods and means have not been di_séllosed. Asstated by thé Direcfor of National
‘ Ihtelii_gence, “[_a]lthough. the existenée of thé TSP is now publicly acknowledged, and
some general faCts—laB:out the TSP-have been officially ‘disclosed, . . : sens‘itive.
iﬁforrhation aboutthe nature, scope, operation, and effecﬁveness ofthe TSP and other
communications intelligence activities remains classified and cannot be disclosed
without causing exceptionally gréve harm to U.S. national security.” McConnell
Decl. § 14, A-112. |
In particular, the Government has not publicly confirmed or denied that
particular persons were targeted by or otherwise subjected té TSP sﬁrveiliance. To
the contrary, such “details about the TSP remain highly classified and subject to
special access restrictipﬁs undelf.tlhe cri't_éria‘ s'e_t forth in Executive Order 12958, as
amended.” Brand Decl. § 12, A-53-54. “Unauthorized disclosure of infbrzﬁaﬁon
regarding the TSP,” inéluding ‘confirming or denying that particular persons have

been subjected to intelligence collection, “can be expected to cause exceptidnaliy
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grave damage to the r;ationai security.” Brand Decl. q 12, A-54; $_Q§ Hardy Decl.
5, A-I I8. | |

AI~Haramain Islamic Foundaﬁon V. ‘.B‘_“]’“I“S“h“’ 507F.3d 1190 (9th Cir. 2007}, cited
by piaintiffs (see. e.g., Appeliants’ Br. 18), is not to th‘_e cl:ontrary.. The United States
there raised the state-secxl'ets_privilege in the context of a merits chéllenge to the ?SP.
The Ninth Circuit noted that, in light of public acknowledgments, “the very subject
matter of th.'[e] litigation, the-existence of a warrantless 'sur?eillance—program,” was

not a secret. Al-Haramain, 507 F.3d at 1200. ‘Equally clearly, however, the court

held that “there are details about the program that the government has not yet
| disclosed”'(i,bj“gi&), and those detaiis’ - specifically including “informatioﬁ as fic |
whether the govemment [actually] surveilled [the plaintiff]” —remained fully covered
by the Government’s étate secrets privilege assertion. Id. at 1203.

Nor do plaintiffs accurately portray the Justice Department’s “White Paper”
concerning the TSP (availéble at http://www.usdbj.gov)opa/whitepaperoﬁnsa :
legaiauthoriti.es‘._pdf). ‘See Appellants’ Br. 20 Thé White Papér.disbu_sses the TSP

' orﬂy in broad generalities, explicitly noting (at 34 n.18) that “a full explanation of the

basis for” the program “cannot be given in an unclassified document.” See Electronic

Priva_cy.h‘lformation- Ctr. v. Dép’t of Justice, 584 F. Supp. 2d 65, 71 (b.‘D.C._ 2008)

(“just because some information about the TSP has been made public, it does not
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follow that releasing [more information] poses any less of a threat to national
security”).

C. The Underlying Merits Of The TSP Are Not Prbperiy
At Issue In This FOIA Action.

Plaintiffs are ilitimately relegated to maintaining that the Government’s Glomar

response should be rejected because, in plaintiffs’ view, surveillance conducted under

the TSP was unlawful. See Appellants’ Br. 30;: see .also National Security Archive
Amicus Br. 17. Plaintiffs’ attempt to inject the merits of the underlying intelligence-

-gathering activity into this FOIA action is unavailing:

- Plaintiffs insist that because the TSP was, in their view, ,unlawf‘ul, it follows

_ thgt the Government cannot make a Glomar fespoﬁse to their request for TSP-related
information. That is not, and canngt be, the law. If a FOIA plaintiff couid pretermit
a Glomar response and force public disclosure 6f -sensitive, classified informé.tibn
sifn?ly by claiming that the underlying intelligence-gathering activity may have been
iliegal, the Government’s capacity to.safeguard qgtigl}al ,-security. would be severely

‘compromised. |

ESpéciaily in light of Section 6 of the National Security Agency Act, discussed
above, the FOiA is not a vehicle for indirectly litigating the merits of classified

“surveillance programs. As the district court rightly recognized, thé TSP’s claimed
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“illegality cannot be used . . . to evade the unequiVocal language of Section 6, which
prohibits the disclosure of information relating to the NSA’s functions and activities.”

-A-398; see Navasky v. CIA, 499 F. Supp. 269, 272-75 (S.D.N.Y. 1980). Indeed,

plamtlffs cite no case, and we are aware of none, where an agency w1thhold1ng claim

-under FOIA Exemptlon 1 or 3 was rejected on groun_ds that underlying Government '-

activity was alleged to be illegal. See Hrones v. CIA, 685 F.2d 13, 19-(1 st Cir. 1982)
(“[Appellant] has chosen the wrong procedure for rcviéw of the legality of the
operations of the agency. Such an investigation is not within the scope of court

review of the denial of a FOIA request.”); see also Halpern v. FBI, 181 F.3d 279,296

(éd_ Cir. 1999); Lesar v. Dep’t of Justice, 636 F.2d 472, 483 (D.C. Cir. 1980).

In argui,ng otherwise, plaintiffs misc;onstrue section 1.7(a) of Executive Order
,‘ 1295_8; See Appellants’ Br. 3, 28. That provision bars the Government from |
classifying otherwise unclassified information “in order to,” i.e., for the purpose of,

concealing violations of law. 68 Fed. Reg. at 15318. Thus, section 1.7(a) applies

only where there is evidence of ‘improper motive or intent on the part of the

| classifying authority. See Unitéd 'S_tates v. Marzook, 412 F. Supp. 2d 913, 923 (N.D.
~ I11. 2006) (rejecting argument that in-formation was improperly classified to conceal
Israel’s use of illegal interrogation methods where “there [wa]s simply no evidence

that these materials [were] classified merely to prevent embarrassment to Israel”);
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| Billington v. Dep’t.of Justice, 11'F. Supp. 2d 45,58 '(D.D.C. 1998) (rejecting simil'ar
argument where plaintiff did “not prévide any proof éf the FBI's motives in
classifying the _ihfprmaticn”),_aff’ din part, vacated in part, 233 F.3d 581 (D.C. Cir.
. 2000); Canning v. Depﬂr"t of KustiCe; 848 F. Supp. 1037, 1047 (D.DL.C. 1994) (rej'ectin.g
i‘.lsame argument because “the Court finds no credible evidence £hat the agencyfs
_ ﬁotives for its withholding decis_iéns were improper”).
| AS_ ﬁlaintiffs ackhleeége, the Government’s showing in aFOIA casé must be )
upheld W_here it is “not controverted by. e_ither contrary evidénée in the record nor by

evidence of agency bad faith.” See Appellants’ Br. 15 (quoting Miller v. Case}ﬂ 730

F.2d 773,776 (D.C. Cir. A1984)). As the district court properly concluded, the record
in this case fully supports the vaemment’s Ql&___rrm response; to plaintiffs’
information request, and provides no basis to conclude that e;ither the Glomar
résponse itself, or the Govemrﬁent’s underlying classification of TSP-related
information, was undertaken for reasons reflecting bad faith. See A»391-—93,_ A-395-
§6 & n4, |
Indeed, as noted, this Court has explained that, under“ the FOIA, “[a]ffidavits

or declarations . . giving reasonably detailed eXpianations why any withheld
documénts fall within an exemption” are necessary to sustain the agency’_s bﬁrden.’

Ca_rney, 19 F3d at 812. By th_e same token, absent any showing to the contrary,
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“Ia] ffidavits submitted by an agency are accorded a presumption of good faith.” Ibid,

The Government’s detailed summary judgment showing here compels full application

| o‘;"fthat présumption. See Peoplé for the 'Ameri-can Way v.NSA, 462 F. Supp. 2d 21,
33 (D.D.C. 2006) (“Even if the TSP Wére_ultimately determined to beillegal, it does
not follow that th¢ NSA’S decision regarding the ciassiﬁcétion of materials relat.ing
to the TSP was made ‘in order to . conceal violations of iaw.’ Because of the
deferencé due fo the NSA in matters of national sécuri_ty, and in the absence of any
evidence to the contrary, the Court must accept defendant’s reasonable expianation
tha? the materials were classified in order to pfevent- damage to the national
security.”).

This analysis is-underscored by the fact_ that the United States has formally
asserted the state secrets privilege in litigation seeking to challenge the TSP on its

merits. See Al-Haramain, supra; see generally In re NSA Telecomm. Records Litig.,

MDL No. 06-1791 (N.D. Cal.) (consolidating TSP-related cases). Indg:ed, in ACLU
| v. mN@A, 493 F.3d 644 (6th Cir;_ 2007), cért._ denied, 128 S. Ct. 1334 (2008), lawyers
and others alleging contacts wifh persons With ﬁotent_ial al Qaeda affiliations sued to |
enjoin the TSP, raising among. other grounds the First and Fourth Amendments. The
Sixth Circuit agreed W_ith the Government thét the stafe secrets privilege required

dismissal of the case because the matter could not be litigated — indeed, plaintiffs
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could not even eétabiish their threshold standing to sue — without récourse to sensifive
classified information the disclosure of which would impermissibly jeopardize

national sccurity. See id. at 648-89 (opinion of Batchelder, 1.); id. at 689-93

(G_ibbons?'l , concurring). The fact that the United States on national security

| grounds'ﬁas ofﬁci'-ally. invoked'state seérets in response to merits 'challenges. tothgz ,
: TSP, and the privilége ass'flartionhas begn judicially upheld, féinforces that the Glomar

response to plaintiffs’ F.OIA request here reflects no improper purpose.

We note, ﬁnally, that piéintiffs‘ express concern that any prospect of
surveillance of their communications would undermine the représentation of their
clients. As plaintiffs recognize, however, the district courts f_;onsidering the
Guantanamﬁ detainees’ habeas COrpus petitions have issued a number of decisions
'addressigg questions of attorney-client confidentiality. S§§ Appellants’ Br. 33. To
the extent plaintiffs seek to raise queétion‘s pertaining to the adequate representation
of those habeas petitioners, the proper forum for fursuing such matters is in the
habeas proceedings themselves, and not this collateral 'FOIA action seeking
unrestricted public disclosure of protected information. As noted, a requester’s
identity and claimed need for information are legally irrelevant to the merits of a

FOIA request. See Nat’l Archives & Records Admin. v. Favish, 541 U.S. 157, 170

(2004); Reporters Committee, 489 U.S. at 771; United Technologies Corp. v. FAA,
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102 F.3d 688, 690-91 (2d Cir. 1996). The district court’s decision upholding the
‘Government’s Mx response should be afﬁ;-med.
CONCLUSION
- Fo,r the foregoing reasons, the judgmen’c ofthe district court 'should'be affirmed.
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